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Preface
Thanks for choosing BLIIoT Cellular loT M2M RTU. These operating instructions contain all the
information you need for operation of a device in the RTU S27 family.

Copyright

This user manual is owned by Shenzhen Beilai Technology Co., Ltd. No one is authorized to copy,
distribute or forward any part of this document without written approval of Shenzhen Beilai
Technology. Any violation will be subject to legal liability.

Disclaimer

This document is designed for assisting user to better understand the device. As the described
device is under continuous improvement, this manual may be updated or revised from time to time
without prior notice. Please follow the instructions in the manual. Any damages caused by wrong

operation will be beyond warranty.

Revision History

Revision Date Version Description Owner

November 25th, 2021 V1.0 Initial Release XJH
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1 Introduction

1.1 Overview

The Cellular IoT M2M RTU is an industrial class, high reliability, high stability, and programmable
Remote Terminal Unit (RTU). It embedded 32-Bit High Performance Microprocessor MCU, inbuilt
industrial Cellular module. The RTU features 4 digital inputs, 4 analog inputs, 4 relay outputs, 1
ambient sensor input for monitoring onsite temperature and humidity.

Users can set high and low limit according to different application scenarios, when alarm occurs, the
RTU will notify users by SMS, dialing, and also uploading data to cloud platform, monitoring center.

The RTU supports BLIIOT loT RTU protocol, Modbus RTU over TCP protocol, Modbus TCP protocol,
MQTT protocol, which can communicate directly with the server, cloud platform or SCADA. It is a cost
effective loT solution for industrial automation, security monitoring system, automatically
measurement and control system, BTS monitoring, remote data acquisition, telemetry systems,
automatically control system.

1.2 Typically Applications

BTS Monitoring, Security Alarm System applications, Supervision and monitoring alarm systems,
Automatic monitoring system, Vending Machines security protection, Pumping Stations, Tanks, Oil or
Water levels, Buildings and Real Estate, Weather Stations, River Monitoring and Flood Control, Oil
and gas pipelines, Corrosion protection, Temperatures, Water leakage applications, Wellheads, boat,
vehicle, Energy saving, street lights control system, Valve controls, Transformer stations, Unmanned
machine rooms, Control room application, Automation System, M2M, Access Control System, etc.
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S271 Application Diagram
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1.3 Safety Directions

Safe Startup
Do not use the unit when using 4G equipment is prohibited or might bring disturbance

or danger.
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i Interference
Q All wireless equipment might interfere network signals of the unit and influence its

performance.

1.4 Packing List

Please make sure below items are included in the package:

(Pictures are for reference only)

® 1xRTU, Wiring terminal, 1xMini USB, 1xSMA cellular antenna, 1xPower adaptor, DIN-Rail
mounting clip kit, Ejection Pin, Product qualification certificate, Warranty card

1.5 Features

» 4G network communication, can be operated from anywhere, no distance limitation;

» Wide range power supply 12~36VDC with over voltage and phase-reversal protection;

» Embedded ARM Cortex-M4 32 Bit RISC Core RTOS system, reliable performance with in-built
watchdog;

» 4 digital inputs, supports both dry contact and wet contact. Logic level: 10~30V or short circuit
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treated as close, 0~3V or open circuits treated as open. DINO as a high-speed pulse counter,
sampling frequency: 1MHz; DIN1~3 as low-speed pulse counter, DIN1 with arm and disarm
function;

4 relay output (BA@30VDC, 5A@250VAC), can auto control by timer, alarm-link and remote
control by SMS, cloud. The first DO can set time to control by authorize number;

1 temperature & humidity sensor input for monitoring onsite environment, temperatures range
from -40°C to 80°C, with a 0.5°C accuracy, humidity range from 0 to 100RH%, with a 3%
accuracy;

4 analog inputs, 12bits resolution, supports 0-5V, 0-20mA, 4-20mA output transducers;

Inbuilt 2M EEPROM to save up to 200 historical data and events;

Powerful SMS function

Inbuilt 1 DC output for external transducers to save wiring cost;

Automatically resend the data while communication interrupt or failure, and failure will alert by
SMS;

Supports remote restart by SMS commands;

10 SMS Alert and auto dial numbers for receiving alarm message, can program to receive
specified alarm message. The authorized numbers also can dial to open the door or turn on/off
machine at the specified time;

Inbuilt inter-lock logic programmer and powerful timer program function;

Support SMS, dial, 4G network for alert, USB port for configuration and upgrade firmware;
Embedded TCP/IP protocol stack, support TCP/UDP, MQTT, Modbus TCP, Modbus RTU over
TCP, BLIIoT loT RTU protocol;

Metal case with IP30 protection grade, safely isolated from inner system, especially suitable for
industrial control application.

Small size: 127mmx88mmx30mm, support wall-mounting and DIN Rail mounting.
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1.6 Technical Specifications

Category Parameter Description
Input Voltage DC 12~36V
Power Consumption Normal: 50mA@12V, Max: 150mA@12V
1 Channel; Voltage: 12~36V DC;
Power Output
Current: 1500mA@12V(Max)
Protection Reverse wiring prevention; Surge: 4KV
Backup Battery 3.7V/850mA (It is optional. Default: Without battery)
USB USB 1xMini USB
QTY 4 Channel
Type Support both Wet contact and Dry contact
Dry Contact Close: Short circuit; Open: Open circuits
Wet Contact Close: 10~30V; Open: 0~3V
Digital Input DINO as a high-speed pulse counter, sampling
Others frequency: 1MHz; DIN1~3 as low-speed pulse counter,
anti-shake time can be set 1~2000ms, default 1ms;
DIN1 with arm and disarm function;
Protection 2KVrms
QTY 4 Channel
Type Relay output (5SA@30VDC, 5A@250VAC)
Digital Output Others The first DO can set time to control by authorize
number; Custom setting close and open times
Protection 2KVrms
QTY 4 Channel
Type Single-ended input, 4-20mA/0-20mA/0-5V
Resolution 12Bit
Analog Input +0.1% FSR @ 25°C
Accuracy 10.3% FSR @ -10 and 60°C
10.5% FSR @ -40 and 75°C
Sampling Rate 200ms
Input Impedance >1M ohms
Resolution 16bit(0.1%RH, 0.1°C)
Sampling Rate 200ms
Temperature&
Humidity Temperature Range -40 to +80°C
(AM2301) Accuracy 0.5°C
Humidity Range 0 to 99RH%
Accuracy 3%RH
4G SIM Drawer type, Support 1.8V/3V SIM/UIM card, Built-in
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15KV ESD protection

SIM Slot

1

L-E Version

GSM/EDGE:900,1800MHz
WCDMA:B1,B5,B8
FDD-LTE:B1,B3,B5,B7,B88,B20
TDD-LTE:B38,B40,B41

L-CE Version

GSM/EDGE:900,1800MHz
WCDMA:B1,B8
TD-SCDMA:B34,B39
FDD-LTE:B1,B3,B8
TDD-LTE:B38,B39,B840,B41

L-A Version

WCDMA:B2,B4,B5
FDD-LTE:B2,B4,B12

L-AU Version

GSM/EDGE:850,900,1800MHz
WCDMA:B1,B2,B5,B8
FDD-LTE:B1,B3,B4,B5,B7,88,B28
TDD-LTE:B40

L-AF Version

WCDMA:B2,B4,B5
FDD-LTE:B2,B4,B5,B12,B13,B14,B66,B71

CAT-1 Version

GSM:900,1800
FDD-LTE:B1,B3,B5,B8
TDD-LTE:B34,B38,839,B40,B41

Software

Internet Protocol

IPV4, TCP/UDP, Modbus RTU, Modbus TCP, MQTT,
BLIloT loT RTU

Indicator 4G signal, running, arming and disarming
i _ PC software configuration, support WIN XP, WIN 7,
Configuration
WIN 8 and WIN 10

Transparent

L Support
Transmission
SMS Command Support

Login Package

Support custom login package

Heartbeat Package Support custom heartbeat package
Storage Capabile of storing up to 200 historical records
. Working -45~85°C, 5~95% RH
Environment
Storage -45~105°C, 5~95% RH
Shell Metal
Size 127x88x30mm
Others
Protection IP30
Installation DIN Rail mounting, Wall-mounted.
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1.7 Model Selection

Tem& I/O data points
Model | p | Al | DO Storage | USB | RS485
Hum bool 16Bit | 32Bit | 64Bit
S270 2 2 2 1 2M X X X X X
S271 4 4 4 1 2M X X X X X

2 Hardware Specifications

2.1 Size

127mm
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2.2 Interface

Hardware Interface

4 Digitial Ground
Input

USB Port
e
x ‘ta 3
Power Output

1

1

1

* | . 1 1

Dry/Wet cohtact T |

. Swtich |ON/OFF :

: . an :

\ ' b SIM Card Sl
4 Analog ! ard Slot
H Input l Power Input

4 Relay 1 Temperature
Output and Humidity

2.2.1 Digital Input

Digital Input
Function Description
blo First channel of Digital input, support high speed pulse counting, sampling
frequency: 1TMHz
bl Second channel of Digital input, support low speed pulse counting, support used
as arming and disarming input
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DiI2 Third channel of Digital inpu
DI3 Fourth channel of Digital input
COM Common grounding

COM Common grounding

Dry DI switch to Dry contact

Wet DI switch to Wet contact

Note: DINO as a high-speed pulse counter, sampling frequency: 1MHz; DIN1~3 as low-speed pulse
counter, anti-shake time can be set 1~2000ms, default 1ms;
Diagram of DIl internal interface:

i Vec  $27x Serial Diagram
DIO 10KQ
GND COMP |::> MCU
: l et |

2.2.2 LED Indicators

LED Indicators
Symbol | Name Color State Description
) ) ) Normal(Light Off for 0.2s, ON for 2s)
UUHH 4G signal GREEN | Flickering : :
No signal(Light Off for 2s, ON for 0.2s)
Always ON Triggered alarm
Alarm Alarm RED
OFF No alarm
Flickering System is running
Run Run RED
OFF System stop running
Always ON Armed
Arm Arm RED
OFF Disarmed

2.2.3 Digital Output

Digital Output
Functions Description
DOO0+ First channel of Digital output
DOO0- First channel of Digital output
DO1+ Second channel of Digital output
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DO1- Second channel of Digital output
DO2+ Third channel of Digital output
DO2- Third channel of Digital output
DO3+ Fourth channel of Digital output
DO3- Fourth channel of Digital output

Diagram of DO internal interface:

0+

S27x Serial Diagram
VCC

<:| MCU

2.2.4 Analog Input

Mode selection(DIP Switch)

Functions

Description

\Y

Switch to "V" indicate that the analog input type is "0-5V"

mA

Switch to "mA" indicate that the analog input type is "0-20mA" or "4-20mA"

AO0-A3

Corresponding to the analog input of each channel

Note: According to the output type of the transmitter(mA or V), switch the DIP switch of the

corresponding channel to the corresponding position on the device.

Analog Input
Functions Description
AIO First channel of Analog input positive interface
Al1 Second channel of Analog input positive interface
Al2 Third channel of Analog input positive interface
Al3 Fourth channel of Analog input positive interface
GND Common grounding
GND Common grounding

Diagram of Al internal interface:
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$27x Serial Diagram

current !

A0+ —=

AlO - ?2409 |:> E:> mev

Vref

2.2.5 Temperature&Humidity

RS485 and Temperature&Humidity

Functions | Description

VCC Power supply interface of Tem &Hum sensor(AM230x/AM240x)
DATA Data interface of Tem &Hum sensor(AM230x/AM240x)

GND Grounding of Tem &Hum sensor(AM230x/AM240x)

2.2.6 Power&Switch&Mode Settings

Power&Switch
Functions Description
VIN+ 12-36V Power input positive
VIN- 12-36V Power input negative
VOUT+ 12-36V Output positive
VOUT- 12-36V Output negative
OFF Device shutdown
ON Device startup

USB Used to connect configuration software, set parameters, and
upgrade

Configuration Switch

Functions | Description

SET Switch to SET to enter configuration mode when configuring

RUN When configuring is complete, switch to RUN to enter the running
mode.

2.2.7 SIM Card Slot

When inserting/removing the SIM card, please turn off the device.
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Note: Please place the device flat when inserting/removing the SIM card.

3 Installation

3.1 Wall mounted
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4 Configuration

4.1 Preparation before configuration

Please follow the steps
1) Insert the SIM Card;
2) The device must be configured in [SET] mode, switch to [SET] before configuration;

3) Connect the device to an external power and power on, switch the power switch to ON.

4) Connect the RTU to PC by USB cable, and install the USB Driver to the computer;

5) Open configuration software, choose the correct COM port and fill in the password(Default:
1234), select Normal SIM card mode to enter configuration software;

6) Open parameter setting page---->Click "Read" button to get device current value--->After
modifying or setting the parameters---->Click the "Save" button to saving parameters in device;

7) If you need to program bulks of RTU with similar parameters, you can [Export Configuration File],
and then [Load Configuration File] to the next device to complete the settings quickly;

8) Power off the device when configuration is complete, switch the power switch to OFF;
9) Switch to [RUN] mode after power off the device;

10) Reboot the device, then the device will enter into normal running mode.

4.1.1 Install USB Driver

Install the USB Driver to the computer firstly. When successful, it can be found out at the device
manager of the XP or Windows 7 or Win8/Win10. Also, the driver for different OS can be downloaded
from Silicon Laboratories, Inc. http://www.silabs.com , the model is CP210x.
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4.1.2 Check COM Port

=y Device Manager

File Actiocn View Help
e= | @ 0 HEl®
| 4 % Sammy-PC

S 3 Batteries
> {8 Computer
[» = Disk drives

- B4 Display adapters

i DVD/CD-ROM drives

- IDE ATA/ATAPI controllers

- 2% Imaging devices

[ Keyboards

b --ﬂ Mice and other pointing devices
-] Monitors

" Ports (COM & LPT) |
v

77 Silicen Labs CP210x USE to UART Bridge (COM3)
|- 4l Processors

Choose the correct "COM port" when entering configuration software.

4.1.3 Login Configuration Software

Choose the correct port, then fill in the password to login configuration software
The login password is 1234
Click "Read" button to get device current parameters first

Click "Save" button to saving parameters in device

=5 GSM 3G M2M RTU Configurator V3.4

& |Load Configuration File = |Export Configuration File Wl Factory Reset  Language  About

parameter settings 4K

BT ¢ B} Basic Information:
5 Modify password

Synchronous machine time

L ] it
L 1
1

Modify password

1l (@ Parameter setting

(@ Alarm Numbers ﬁ\§
e

0Old password: 2015-03-31 22:25:00 Fhd

(UTC+08:00)

1L (@7 Output Setting New password:

Time zone:

Ll @ Relay setting Confirm

J..’ (@ Access control Read time Sync time

(@ Access Control Settings

- (@7 Input Setting

Basic information

Deviez 1D (1~247) Model No.  [$270-RTU Nersion.| |TEAS2
- (@ DI setting
. Device Description: ‘(956-2 ‘ IMEI l:l

L (@ DI Alarm setting

Add timestamp to alarm SMS

Arm Automatically when power on.

(@ Al setting
(a Al Alarm setting
ool (@ Ti;er Setting
: (@ Hour Timer
é Periodic Timer
- (@ L;gi:TriggerSeming
L ‘@ Logic Trigger
- (@ CI;udP\adurmSettmg

Ll (@ Cellular network setting

= (@ History Record

-l (@ History Record

Auto Arm after disarm:

[ minterm (1-9999)

Timer Reporting SMS Content Settings
[ Add the following additional information in the report SMS

Alarm SMS Content Settings

[0 Add the following additional information in the alarm SMS

Read

Save
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4.2 Basic Settings

=l GSM 3G M2M RTU Configurator V3.4

# |Load Configuration File = | Export Configuration File B Factory Reset  Language  About

[¢ B} asic Information:
] (@ Parameter setting
Q Alarm Numbers
@ O‘u‘tput Setting
] (@ Relay setting
@ A;;ess control
] (@ Access Control Settings
@ In‘p‘utSetting
‘ (@ DI setting
Q DI Alarm setting
O Al setting
Q Al Alarm setting
. ] Ti}r}er Setting
(@ Hour Timer
0 Periodic Timer
i (@ Lt;gicTrigger Setting
(@ Logic Trigger
i (@ c\;ud Platform Setting

- (@7 Cellular network setting

(@ | History Record

(@ History Record

parameter settings 9K
Modify password

old password:

=
«ﬂj.} New password:

Synchronous machine time

L 1
L 1

2015-03-31 22:25:00

B

Time zone:  [(UTC+08:00)
Confirm password: L 1
Read ti Sync til
Modify password cac ime S
Basic information
Device ID (1-247) Model No.  |S270-RTU Version  [1EAS2

Add timestamp to alarm SMS
Auto Arm after disarm:

Timer Reporting SMS Content Settings
[] Add the following additional informatioi

Alarm SMS Content Settings

Arm Automatically when power on.

I s

(1~9999)

n in the report SMS

[] Add the following additional information in the alarm SMS

Read

Save

Modify Password

Item

Description

Default

Old password

Enter the old password

Empty

New password

Enter the new password

Empty

Confirm password

Confirm the password

Empty

Modify password

Password modification takes effect

Synchronous machine time

ltem Description Default
Time Current time on device --
Time zone Current time zone on computer --
Sync time Time on computer is synchronized with RTU --
Read time Read the current time --
Basic information
ltem Description Default
Device ID Modbus device ID address, range: 1-247 1
Model No. Device model number --
Version Device version --

IMEI

Device serial number

Device description

The alarm message will include device description
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SMS

value/status to the alarm text message.

information.
Add timestamp to o )
alarm SMS Alarm message will include the time Check
Arm automatically | RTU will enter into Arm mode automatically once Check
when power on the RTU powered on
Auto arm after RTU will change to arm mode automatically after Check
disarm a certain period after disarm

Timer reporting SMS content settings
Item Description Default
Add the following additional | Check the related item to add its
information in the report value/status to the Timer report text Uncheck
SMS message.

Alarm SMS content settings

ltem Description Default
Add the following additional ] )
information in the alarm Check the related item to add its Uncheck

4.3 Alarm Numbers Settings

When device connect to cloud platform, it may be frequently offline due to sending text message,

receiving text message and dialing. We don't suggest you use SMS alarm if RTU need to be

connected to cloud platform.
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75 GSM 3G M2M RTU Configurator V3.4
& Load Configuration File % | Export Configuration File B Factory Reset  Language  About

- (@ Basic Information Number seﬂin@"q
. Authorized User Telephone Number Settings
(@ Parameter setting Cellular
. : Power Network  Relay
x CAlarm No:) Power Timer  Arm/Disarm  Low Power t :
@ Aarm Numbers On Report SMS Signal Lost Recovery  Failure Switch
(@ Output Setting User No.0 O (] (] O
@ Relay setting User No.1 |:| O O m} d O m} O
@ Access ool v | = ® x = L B
‘ L D o o o O 0
(@ Access Contral Settings
N = D o o o O 0
(@ Input Setting
v User No.5 I:| m} O O ] O m} ]
g DI settin,
o g verNes [ | O o = o o = o
(@ DI Alarm setting Ve :l O O O o O O O
@ M setting vertoa [ ] O o o O o o O
> Y —— ety I ™ m m o m O o
(@ ' Timer Setting
el (@7 Hour Timer
Read Save
(@ Periodic Timer o
@ Logic T : 1. Alarm No. can include or non-include country code, e.g.:in UK.can setup 0044 or +44 or without country codebut can not be 44,
ogic Trigger Setting . S e
- 2. Low signal alert: Mobile signal lower than 14 (full signal is 31).
o 0 Logic Trigger 3. Tick it stands for when the event occurrence, will send SMS to the related telephone numbers.
(@ : Cloud Platform Setting
(@ Cellular network setting
- (@ History Record
(@ History Record

Authorized user telephone humber settings

ltem Description Default
Authorized mobile numbers to receive the alarm
Alarm No. ] --
text message or dial
Text message will be sent when RTU powered
Power on on, the message includes device model, version, | --
description, IMEI, status, signal value etc....
Timer report Timer report text message will be sent --
Arm/Disarm Text message will be sent when the state(Arm or | --
SMS Disarm) of RTU changed.
) Text message will be sent when 4G signal --
Low signal
strength lower than 14
Text message will be sent when external DC --
Power lost

power loss

Text message will be sent when external DC --
Power recovery
power restored

Cellular network | Text message will be sent when re-connection --

failure failed three times.

) Text message will be sent when relay state
Relay switch --
changes

4.4 Digital Output Settings

No need to set Channel name, ON/OFF SMS, Open description, Close description when device
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connect to cloud platform.

This device features 4 relay outputs, rated range: 5A/30VDC, 5A/250VAC. It can be set as an

authorized number to call in for control, or it can be controlled remotely by SMS, or timer, event

correlation automatic control, or remote control via the monitoring center and cloud platform.

& GSM 3G M2M RTU Configurator V3.4

<+ |Load Configuration File = |Export Configuration File Wi Factory Reset  Language  About

(@ Basic Information

(@ Parameter setting

(@ Alarm Numbers
@ ou.tputsming

(@ Relay setting
@ Access control

(@ Access Control Settings
(@ Input Setting

(@ DI setting

(@ DI Alarm setting

é Al setting

d Al Alarm setting
(@ Timer Setting

(@ Hour Timer

(@ Periodic Timer
@ Logic Trigger Setting

(@ Logic Trigger
(¢] C\;ud Platform Setting

(@ Cellular network setting

@ ' History Record

(@ ' History Record

Relay setting #X  Relay setting "X‘

N Chamnel & Close Time ~ Repeat  Interval  ONJOFF  Alarm Verify Open Description Close Deseription
tpt Jype S Chaniel Mame (s) Time Timels) SMs Timels) (MAX.30) (MAX.30)
D00 [Switchon/ v |[o 0 0 (mEF I [
DO1  |Switch on) v Cl 0 0 o p il il

Notice:

imes can not be edited.
g to the Close Time

3. Only the first Channel (DOD) can be setup as Deer Open function, see Access Co
4 [f the Qutput Type setup as Switch ON/OFF, then this channel will be used as a switch.
5. If the Output Type setup as Siren then this channel will be used as siren,and will be activated according to the settings
nterlock page.
time, Repeat Times and Alarm Verify Time values range from 0 to 99995

tick the ON/OFF SMS alert function,and the relay closing or opening time less than the verify time,
the RTU will not send SMS to alert the users.

Relay Output settings
ltem Description Default
Support 3 output types
® Open door: Only the first Channel(DOO0) can
be set as Open Door, DOO will close and the
device will be automatically set to disarm
status when the authorization number calls in.
When DOOQ used as Open door, then it cannot Switch
witc
Output type be used as regular ON/OFF switch off
on/o
® Siren: Only DO1 can be set as Siren, DO1 will
close when the siren function(DI setting) is
executed
® Switch ON/OFF: The relay is used as a
switch, it can be used as a normal timing
event, linkage event, and SMS control.
Custom setting channel name, in order to identify it | Empty
Channel name )
in text message.
) Relay close and last time, 0 second means always | 0
Close time
close.
) Times to repeat closure when the relay action is 0
Repeat times
performed.
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The interval time of relay repeating the close and 0
) open action.
Interval times o ) S
Use it with "repeat times", you can consider it as

pulse output. The unit is second.

Text message will be sent when relay state Uncheck
ON/OFF SMS
changes

Alarm verify ) 0
i Alarm after a period when the relay state changed
imes

Open description | Description of "OPEN" state in the text message Empty

Close description | Description of "CLOSE" state in the text message. | Empty

4.5 Access Control Settings

No need to set this when device connect to cloud platform
This function is valid only when the DOQO is set as open door.

Users can quickly set the number and time period for call-in control. It is really convenient for remote
control of electric locks in unattended computer rooms. It is possible to remotely authorize a certain
maintenance personnel to open the door by calling in with his mobile phone within a limited period of
time, which solves the traditional cumbersome approval process that takes a lot of time to pick up
and deliver keys. And you can also set various parameters on this page through SMS, cloud platform,
and monitoring center..

l=f GSM 3G M2M RTU Configurator V3.4

# |Load Configuration File = | Export Configuration File  MljFactory Reset  Language  About

5L @ Basic Information Access Control Setting FX

(@  Parameter setting Access Control

Tips:
1.0nly the first channel (DO0) Output type can be setup as Door Open.
2.When the ticked User No.x call to RTU,it will Disarm and output pulse signal to open the electric lock automatically.

@ Alarm Numbers

= (@ Output Setting

v Start time End time
(@ Relay setting
u No.0 -01- 1 v -01-4 : i
&S @) Access control [ User No, 2000-01-01 00:00 [ _ 2000-01-01 00:00 [E) [ Always
! 7 : 2000-01-01 00:00 M 2000-01-01 00:00 -
PO Y Acce<< Control Settings) [ User No1 ) = E] [ Always
Sl (@ Input Setting [ User No.2 o ; o O Always
L@ DI setting [] User No.3 2000-01-01 00:00 B~ _ 2000-01-01 00:00 ED [ Ry
2000-01-01 00:00 ~ 2000-01-01 00:00 -
@' 01 Hlarm seting O ser Not B} E] s
[y 2000-01-01 00:00 M 2000-01-01 00:00 [E [ Always
~£(@3 Al setting [ User No5 a
; [] User No.6 2000-01-01 00:00 B~ 2000-01-01 00:00 EM [ Always
(@ Al Alarm setting =
[] User No.7 2000-01-01 00:00 [EM . 2000-01-01 00:00 [Ed [ Always
- (@ Timer Setting
¥ [ User No.8 2000-01-01 00:00 [ ~ 2000-01-01 00:00 El [ Always
4@ Hour Timer
H = [ User No g 2000-01-01 00:00 B~ ~ 2000-01-01 00:00 [E'hd O Always
(@ Periodic Timer
@ Logic Trigger Setting Ao _
@ Logic Trigger Noftice:

1. Valid time set as "Always" means the User can call to open the door without limitation.
2. Valid with Start and End time means the User can call to open the door on the duration only.

= (@] Cloud Platform Setting

(@ Cellular network setting

1L (@) History Record

L. { @} History Record

Access Control

Item Description Default
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User No.0-No.9 | Authorized mobile number Uncheck
Start time Mobile number call-in permission start time --
End time Mobile number call-in permission end time --
Always You can call in to open the door at any time Uncheck

4.6 Input Settings

4.6.1 DI Setting

When device connect to cloud platform, it may be frequently offline due to sending text message,

receiving text message and dialing.

No need to set [Alarm SMS], [Recover SMS], [Change SMS], [Interval alarm SMS] and [Total

alarm value] when device connect to cloud platform.

5 GSM 3G M2M RTU Configurator V3.4

| Load Config File = Export Config: File Wi FactoryReset Language About
@ Basic Information Di setting 4K
@ Parameter seting Input Type Alarm SMS Recove: ry SMS Change SMS Current  Recoves Alarm Verify s 2ahr
- SR—— Status. Alarm Time(s) iean
B s | ] | | B o l o o
@ reloy soing oin ] [ | foe | o k | o o
(@ Access control
(@ Access Control Settings
(@ Input Setting
(@ DI setting
- Q DI Alarm setting
(@ Al setting
@ 41 Alarm setting D:fm;;oonlymoq( e msed ms byl e =
@; Timer Setting 2 csni\? DCIT h:f_azli:;d e s
@ Hour Timer 3 A\arn:h\l;rlf:;\::;ra:;w:‘:;l: r\ransz this time
ol (@ 1 Periodic Timer 4. siren: In armed mode, active then drive the
Siren channel to work. Must setup one of the
@ Logic Trigger Setting output channel as Siren type.
@ osie e e
(@ : Cloud Platform Setting
@ cellular network setting
(c] H\s‘tmryRe(mrd
(@ History Record
Select the corresponding input type according to the detector.
DI setting
ltem Description Default
® Disable: Digital input of this channel unable to
use
® NO: The normal state of the digital input is
normally open, and the normally closed state is
Input type
an abnormal event.
® NC: The normal state of the digital input is
normally closed, and the normally open state is
an abnormal event.
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® Change: Each time the state of the digital input
changes, it will be treated as an abnormal event

® Counter: DINO as a high-speed pulse counter,
sampling frequency: 1TMHz;
DIN1~3 as low-speed pulse counter, anti-shake
time can be set 1~2000ms, default 1ms;

® Arm/Disarm: Only DIN1 can be set as
Arm/Disarm. The arm and disarm state will
switch when DI changes from NO to NC

Total alarm SMS

when counts to the total value

The text message sent to authorized numbers when | Empty
Alarm SMS
alarm occurs
The text message sent to authorized numbers when | Empty
Recover SMS
alarm restored
When DI input type set as "Change", the text Empty
Change SMS message you entered here will be sent once the
alarm occurs
Current status Current state of digital input --
Under the arm or 24-hour state, when alarm Uncheck
Recovery alarm | restored, the text message will be sent to authorized
numbers
o When the abnormal event last more than this period, | 1
Alarm verify time | .| "
it will be treated as a true alarm. The unit is second
s Enable the Siren function, when DO1 set as Siren, Uncheck
iren
DO1 will close when the alarm occurs
24h Alarm will be triggered no matter RTU is in Arm or Uncheck
r
Disarm mode
Counter
ltem Description Default
Counter Pulse counter Uncheck
Initial value Initial value to start counting Empty
Interval alarm ) ) Empty
Alarm occurs when counting to the interval value
value
Interval alarm The text message sent to authorized numbers Empty
SMS when interval alarm happens
Total alarm When counts to the total value, it will automatically | Empty
value clear the count value to the initial value
The text message sent to authorized numbers Empty
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Anti-jitter time

Unit: ms, default 1, indicates that the maximum 1
pulse sampling frequency is 1KHz; when the pulse
frequency is low, appropriately increasing the
anti-shake time can improve the accuracy.

(Pulse sampling frequency = 1000/anti-jitter time,
for example, 1ms corresponds to 1000Hz, 10ms
corresponds to 100Hz, 100ms corresponds to

10Hz, 1000ms corresponds to 1Hz)

When using counter function, please switch the DIP switch on device to Wet.

4.6.2 DI Alarm Settings

When device connect to cloud platform, it may be frequently offline due to sending text message,

receiving text message and dialing.

Users can authorize a certain person to receive alarm

& GSM 3G M2M RTU Configurator V3.4

+ | Load Configuration File = |Export Configuration File B Factory Reset

4.6.3 Al Setting

Basic Information

(@ Parameter setting

(@ Alarm Numbers
Dlitput Setting

(@ Relay setting

Ac‘:ess contral

(@ Access Control Settings
Input Setting

(@ DI setting

(e DI Alarm setting

(@ Al setting

(5 Al Alarm setting
Timer Setting

(@ Hour Timer

(@ Periodic Timer

Lagic Trigger Setting

@ Logic Trigger

Cloud Platform Setting

(@ Cellular network setting
Hi‘stury Record

(@ History Record

DI setting X

DI Channel

=)
S

User No.0

]

User No.1

Kl

User No.2

&l

User No.3

&S]

User No.4

]

User No.5

]

User No.6

Kl

User No.7

]

User No.8

K

User No.9

]

Notice:

1. Tick it stands for when the DI alarm, will send SMS or dial the related user telephone numbers.

language  About

DI alarm setting #X 1

(DI Alarm Send SMS)

=
2
=]

Di

K R I Y B Y I Y B I Y
K AER-AE@A>RR

S|

S S B S A Y R A U R S A S

(DI Alarm Dial Out)

2. While dialing the user telephone number, each number will wait max 20seconds, if not answer will

dial the next user number.

Read

Save

Analog input can be used for temperature monitoring, current monitoring, voltage monitoring, power

factor monitoring, water level monitoring, pressure monitoring, environmental monitoring, wind speed

monitoring, etc. Users can set high and low limit alarm thresholds and restore alarms according to

needs. When the limit is exceeded or recovered, personalized notifications can be set to specific
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users.
This device features 4 analog input, 12-bit resolution, 200ms sampling frequency, and supports 0-5V,
0-20mA, 4-20mA output sensors. It can be flexibly combined for measurement and monitoring of
various different applications. Such as three-phase current and voltage monitoring and so on.

Note: Analog input type

There is DIP switch on the device, switch to mA or V type according to the output type of the
transmitter.

2) The input type you choose in the configuration software should be the same as the DIP switch
3) Forinformation on measuring ranges, please refer to transmitter specification

The device features 1 temperature & humidity sensor input for monitoring onsite environment,,
temperatures range from -40°C to 80°C, with a 0.5°C accuracy, humidity range from 0 to T00RH%,
with a 3% accuracy;

GND IIDA'[‘ﬁII VCC

AM2301

gy GSM 3G M2M RTU Configurator V3.4
4| Load Configuration File = |Export Configuration File  Wj Factory Reset  Language  About

- (@ Basic Information Disetting X Al setting #X|
(@ Parameter setting Current  Threshold Threshold Recovery Alarm Verify
Input Type  High Alarm SMS  Low Alarm SMS  Recovery SMS  Maximum Minimum  Value High Low Marm  Time(s) Siren 2dhr
g RUTRNERIES i Il [l [lo [le [l o | O F oo
@ Output Setting
If Il Il [[o |lo o J[o | OB | O O
vl (@7 Relay setting
@) Access control Il Il | a0 o Ile [lo [ O [ | B
< (@ Access Control Settings Hum  [pisable [ [ I ] [100 0 o o [[o ] O [ | O
(@ Input Setting P = =
@ D1 setting 1 The range of the transducers.e.g: 0~100Mpa; e ave
” 2. Measurement Range: -9999.99~8999.99 supports minus and decimal.
@ DI Alarm setting 3. Alarm SMS Format: High/Low/Recovery Contect Alarm, Current Value.
4. Others are the same as DI,
@ Al setiing 5. Alarm Verify Time values range from 0 to 9999,

(5 Al Alarm setting
@ Timer Setting
~oed (@ Hour Timer
@ Periodic Timer
.- @ Logic Trigger Setting
@ Logic Trigger
.- @ 7 Cloud Platform Setting

(@ cellular network setting

- (@ History Record

(@ History Record

No need to set [High alarm], [Low alarm], [Recovery], when device connect to cloud platform.

Al setting

Item Description Default

Input Type Disable: Do not use this channel Disable
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Enable: Use this channel

0~5V: Connect sensors with 0-5V output
0~20mA: Connect sensors with 0~20mA output
4~20mA: Connect sensors with 4~20mA output

Disarm mode

) The text message sent to authorized numbers Empty
High alarm SMS . -
when current value higher than upper limit
The text message sent to authorized numbers Empty
Low alarm SMS o
when current value lower than lower limit
The text message sent to authorized numbers Empty
Recovery SMS
when current value return to normal
Maximum The maximum measuring range of the sensor Empty
Minimum The minimum measuring range of the sensor Empty
Refer to the current real value, such as the
Current Value pressure is xxxPa, or the temperature is xxx°C and | --
other specific values.
] When the current value exceeds the upper limit of
Threshold High ) ) Empty
the alarm, an alarm will be triggered;
When the current value is lower than the alarm
Threshold Low o ) ) Empty
lower limit value, an alarm will be triggered;
When the value returns to the normal range, a text
Recovery Alarm ] ) Uncheck
message will be sent to authorized numbers
o When the abnormal event last more than this
Alarm verify time o 1
period, it will be treated as a true alarm.
] When DO1 set as Siren, DO1 will be closed when
Siren Uncheck
the alarm occurs
Alarm will be triggered no matter RTU is in Arm or
24hr Uncheck

4.6.4 Al Alarm Settings

Users can authorize a certain person to receive alarm

When device connect to cloud platform, it may be frequently offline due to sending text message,

receiving text message and dialing.
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g GSM 3G M2M RTU Configurator V3.4
4 |Load Configuration File = |Export Configuration File Wl Factory Reset  Language  About

L@} Basic Information Disetting #X| Al setting #X Al alarm setting X
- (@ Parameter setting .
(Al Alarm Send SMS) (Al Alarm Dial Out)
- Al Numb
@ Alarm Numbers Al channel A0 AN Temp. Hum. A0 AR Temp. Hum.
£ (@ Output Setting
User No.0
. 0 Relay setting Uiarnan =
4 (@ Access contral User No.2
BB s ool Siige User No.3
s 3 User No.4
- (@ Input Setting
0 DI <ot User No.5
setting
: ) User No.6
(@ DI Alarm setting
User No.7
@ Al setting
User No.8
- Al Alarm settin
-4 (@ Timer Setting
(@ Hour Timer Read Save
(@ Periodic Timer Notice:
- 1. Tick it stands for when the Al alarm occurrence, will send SMS or dial the related
£ (@ Logic Trigger Setting user telephone numbers.
2. While dialing the user telephone number,each number will wait max 20seconds,if
@ Logic Trigger not answer will dial the next user number.
- (@ Cloud Platform Setting
@  Cellular network setting
£ (@ History Recard
- (@ History Record

4.7 Timer Setting

The device is able to perform certain actions automatically at a preset time, which can effectively
reduce human participation and greatly improve efficiency. For example, turn on the water pump
regularly, discharge sewage regularly, start the exhaust fan regularly, switch equipment on and off at
regular intervals, and so on.

In addition, this device supports a variety of timing functions, which can meet the application
requirements of most places. For example, it can perform certain actions according to a certain time
every day and every week, and start from a certain preset time point. Interval a certain preset time,
and then execute a certain action periodically, a total of 10 timing events can be set.

1) Hour Timer
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S GSM 3G M2M RTU Configurator V3.4
4 |Load Configuration File  =|Export Configuration File  MjFactory Reset  Language  About

= Y H Al alarm setting Clock timer *
5L (@ Basic Information g X ke
-t (@ ! Parameter setting ClockTimerBox1
o Alarm Numbers Weekly Hour Minute Action
2 (@ Dutput Setting mE Sunday ~| oo ~ 00 ~ Reboot ~
£} Rolay sotting 02 Sunday ~| oo v oo V| [Reboot 5
O A,, g O3 Sunday o 00 v 00 ~ Reboot ~
- ccess contro
o 4 Sunday ~ 00 e 00 v Reboot ~
-t (@ Access Control Settings
- s Sunday ~ 00 ~ 00 v Reboot ~
] Input Setti
@ input seting Os Sunday ~ 00 ~ 00 ~ Reboot ~
: 0 DI setting 07 Sty v| oo v 00 v Reboot v
i (@7 DI Alarm setting Os Sunday v| loo » 00 “ Reboot v
- (@7 Al setting 9 Sunday v oo v 00 v Reboot v
(@ Al Alarm setting 010 Sunday v| |00 ~ |00 v Reboot v
£ (@ Timer Setting Sl o
-t (@ ! Hour Timer
. (@7 Periodic Timer
=} Logic Trigger Settin
gic Trigg ing
(@ Logic Trigger
i (@ ¢ Cloud Platform Setting
-t (@7 Cellular network setting
& (@ History Record
(@ History Record
Hour Timer
ltem Description Default
1-10 Represents timers 1-10 Uncheck

Weekly Monday to Sunday or Everyday --

Hour Specific hour --
Minute Specific minute --
Action The action to be executed at preset time --

2) Periodic Timer
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=y GSM 3G M2M RTU Configurator V3.4

& |Load Configuration File = | Export Configuration File W Factory Reset  Language  About

= (@ Basic Information Al alarm setting ’fX} Clock timer #X Second timer®X 1

@ Parameter setting Periodic Timer

L f@ Alarm Numbers Set automatic upload GPRS data cycle second Enable/Disable

[ 0 Output Setting

Weekly Hour Minute Interval(s) Action
-4 Relay seting 01 [y ¥ [0 . o O | [Rebemt g
B O Access control iy Sunday o 00 " 00 = l:l Reboot =
(@ ' Access Control Settings 3 Sunday ~ 00 ~ 00 ~ o | Reboot v
= (@ Input Setting O4 Sunday v 00 v 00 ~ |0 Reboot v
@ DI setting L5 sunday ¥ |e0 ¥ |0 v fo ] [Reboet v
@' DI Alarm setting O Sunday 00 00 Reboot
< Oz Sunday ~ 00 ~ 00 ~ o | Reboot -
(@ Al setting
- ImE:] Sunday ~ 00 v 00 ~ 0 Reboot ~
(@ Al Alarm setting
= g B 5 | e 5
Zel (@ Timer Setting
Notice:
i (@ Hour Timer 1. From the Start Time,every xxSeconds excute the choose action. Read Save
R 2. Interval time range is 0~9999 Seconds.
¢ B reriodic Timer

2. (@ Logic Trigger Setting
el (@ Logic Trigger
- (@ Cloud Platform Setting

- (@ Cellular network setting

= (@ History Record

(@ History Record

Periodic Timer

ltem Description Default
Set automatic When 4G data transmission protocol is BLIIOT loT

upload GPRS RTU Protocol, enable periodically auto upload is the | 60

data cycle default. Unit: second

1-9 Represents timers 1-9 Uncheck
Weekly Monday to Sunday or Everyday --

Hour Specific hour --

Minute Specific minute --

Action The action to be executed at preset time --

4.8 Logic Trigger Setting

Users can quickly set up to 40 automatic logic control functions, which can meet the automation
control needs of most applications. It is automatically triggered according to preset conditions without
human intervention, and the device automatically performs predetermined actions and notifies the
user with text messages or network data. On the one hand, it saves time and reduces losses, on the
other hand, it improves work efficiency.

For example: it can be set to automatically start the exhaust cooling equipment when the temperature
is too high, and automatically shut down the exhaust cooling equipment when the temperature
recovers, or start the diesel generator when the current and voltage are low, and stop the diesel
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generator when the current and voltage are high, or turn off the water pump when the water pressure
is high, start the water pump when the water pressure is low, and so on.

= GSM 3G M2M RTU Configurator V3.4

4 |Load Configuration File = |Export Configuration File Bl Factory Reset  Language  About

@ Basic Information Second timer?X  Logic trigger #X
B 0 Parameter setting Eeert P @
(@ ' Alarm Numbers :
Action: All DO Close e Add Delete

(@ Output Setting

(@ Relay setting

Event Action
(@ Access control

x Diitrigger allDOOpen
il (@) Access Control Settings DiOtrigger allDOClose

(@ Input Setting

DI setting

DI Alarm setting
@ Al setting
(@ Al Alarm setting
(@ Timer Setting

@  Hour Timer

(@ Periodic Timer
(@ Logic Trigger Setting
1. 0 Logic Trigger

(@ Cloud Platform Setting

(@ Cellular network setting

(@ History Record Clear Note: Max 40 Link Trigger events.

(@ History Record

Read Save

Logic trigger

Item Description Default

Including “Arm”, “Disarm” “DIx trigger”, “DIx
recovery”, “DIx alarm of pulse interval”, “DIx alarm of
total number of pulse”, “Alx high alarm”, “Alx low
Event alarm”, “Alx recovery”, “Temperature high alarm”, -

“Temperature low alarm”, “Temperature recovery”,
“Humidity high alarm”, “Humidity low alarm”,
“Humidity recovery”

Including “Reboot”, “All DO close”, “All DO open”,

“DO0 close”, “DO0 open”, “DO1 close”, “DO1 open”,

Execute Action --
“DO2 close”, “DO2 open”, “DO3 close”, “DO3 open”,
“Open door”, “Siren”, “Arm”, “Disarm”, “GPRS online”

Add Add selected settings --

Delete Delete selected settings --

Note: "x" in "DIX" means serial number of DI channel, "x" in "AlIX" means
serial number of Al channel.

Page 32 of 67 Shenzhen Beilai Technology Co., Ltd V1.0



Vo N
BLIIOT

MAKE IIOT EASIER

Cellular loT M2M RTU --- S270/S271

4.9 Cellular Network Settings

If you want to use BLIIoT platform, please contact BLIIoT sales person to get Login message/Client

ID.
Note:

1, Click the "Save" button to saving parameters in device;

2, When configuration is complete, power OFF the device;

i GSM 3G M2M RTU Configurator V3.4

4 |Load Configuration File = |Export Configuration File Bj Factory Reset  Language  About

@/ Basic Information
(@ Parameter setting
- (@ Alarm Numbers
@ D;leutSetdng
@ Relay setting
v @7 Access control
(@ | Access Control Settings
@ Input Setting
@ DI setting
(@ D1 Alarm setting
@ Al setting
@ Al Alarm setting

@ Timer Setting

v (@ Logic Trigger Setting
@ Logic Trigger
(@ Cloud Platform Setting

- (@ Cellular network setting

@ History Record

@ History Record

Cellular network setting ¥

Connect KPIIOT Huawei Cloud

eeeee

s.dtuip.com (Max60)

Server 11P/DNS | mo
66 (0-65535)
o |:| 0-65535)

(10-9999 5)

1-9)

«
(
C
(

(120-65535 5)

Login Message |ASCII v“ (Max60)

BLIlIoT Cloud via Modbus

Item Description Default

Communication | When choosing BLIIoT cloud, the parameter

protocol is default

Protocol TCP TCP
Access point name provided by mobile

APN Empty
operator

APN user name | User name provided by mobile operator Empty

APN password | Password provided by mobile operator Empty

Login message

Device serial number issued by BLIIoT Pay for cloud

(Contact sales to get the serial number) services
Login ACK

System default
message
Logout

System default
message
Heartbeat

System default
message
Heartbeat ACK

System default
message
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Login message Send once when
System default .
strategy login server
Server 1 modbusrtu.kpiiot.com(BLIloT V3.0 modbus)
IP/DNS modbus.dtuip.com(BLIIoT V2.0 modbus) | Default
Target server 1 port number(BLIIoT V3.0 4000
Server listen modbus)
port Target server 1 port number(BLIloT V2.0 6651
modbus)
Server 2
Target server 2 DNS or IP Empty
IP/DNS
Server listen
" Target server 2 port number(0-65535) Empty
po
If the connection to the server fails 3 times in
Heartbeat o
) a row, the time interval for the next 60
interval _
connection to the server.(1-9999) seconds
After setting heartbeat and login message, if
Resend time server no response, the times of data 3
resend(1-9)
BLIloT Cloud via MQTT
Item Description Default
Access point name provided by mobile
APN Empty
operator
APN user name User name provided by mobile operator Empty
APN password Password provided by mobile operator Empty
Server 1 IP/DNS | mqtt.dtuip.com Default
Server listen port | Target server 1 port number 1883
Server 2 IP/DNS | Target server 2 DNS or IP Empty
Server listen port | Target server 2 port number(0-65535) Empty

Subscribe topic

The topic when the device subscribes to the
information /+

Automatically
generate

Publish topic

The topic when the device publishes

information

Automatically
generate

MQTT Device ID

Device serial number issued by
BLIloT(Contact sales to get the serial

Pay for cloud

services
number)
The account that publishes the topic on the
MQTT user name MQTT
proxy server
MQTT password | The password to publish the topic on the MQTTPW
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proxy server

Publish period

The time interval for the device to upload
data regularly (10-65535)

10

MQTT data
re-transmission

Whether to enable data re-transmission

Enable/Disable

(95 GSM 3G M2M RTU Configurator V3.4

& Load Configuration File = |Export Configuration File  WfjFactory Reset  Language  About

(@ ' Basic Information
1 (@ Parameter setting
(@ Alarm Numbers
(@ Output Setting
(@ Relay setting
(@ Access control
(@ Access Control Settings
(@ Input Setting
(@ Dl setting
(@ DI Alarm setting
(@ Al setting
(@ Al Alarm setting
(@ Timer Setting
(@ Hour Timer

(@ Periodic Timer

Cellular network setting %%

Connect my-m2m

for(modbus)

Connect my-m2m

Connect KPIIOT for(MQTT)

Communication Protocol Huawei Cloud
Protocal | 107
AccessPointName | |(M+x0)
UserName [ |(Max60)
Passsword | |(vaxs0)

Connect other 10T
server

Region |North China(Belling + ~
Heartbeat Interval (10-9999 )

o Mo Bt T as)

Server no data offline reconnection time (120-65535 5)

Authentication Method

Publish Period(S) |60 (10-65535 §)
Device Certificate

Device Private Key

- (@ Logic Trigger Setting
(@ Logic Trigger
- (@ Cloud Platform Setting

(@ Cellular network setting

£ (@ History Record

(@ Histary Record

MQTT Data retransmission [] Enable / disable

Clear Certificate

Read

Save

Huawei Cloud

Item Description Default
Access point name provided by mobile
APN Empty
operator
APN user name User name provided by mobile operator Empty
APN password Password provided by mobile operator Empty
Authentication Device key Default
) Set the same ID as the one in HUAWEI
Device ID ) ) Empty
Cloud(Device-Device ID)
Set the same Device Secret Key as the one
Secret Key in HUAWEI Cloud when creating device in Empty
HUAWEI Cloud.
Service ID Set the same Service ID as the one in Emot
HUAWEI Cloud. PYy
Publishing period | Cycle time of data publishing(10-65535) 60sec
MQTT data Whether or not to enable data )
o o Disable
retransmission retransmission, check to enable.
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The time interval between the next

packet answer and registration code answer
packet are set). (1-9)

Heartbeat time connection to the server after 3 consecutive | 60sec
failed connections to the server, in seconds.
Number of times to resend data when there
) is no answer packet response (heartbeat
Resend times 3

28 GSM 3G M2M RTU Configurator V3.4

& | Load Configuration File = | Export Configuration File

(@ ' Basic Information

1 (@  Parameter setting
Q Alarm Numbers

@ Du‘tputSetting

] (@ Relay setting

Access control

(@ Access Control Settings

Inp‘utSatting

(@ Dl setting

O DI Alarm setting

(@ Al setting

(@ Al Alarm setting

Timer Setting

(@ Hour Timer

Q Periodic Timer

Logic Trigger Setting

(@ Logic Trigger

Cloud Platform Setting

Wi Factory Reset  Language  About

Cellular network setting #5%

Connect my-m2m
for(modbus)

Connect my-m2m

Connect KPIIOT for(MQTT)

Communication Protocol Al Cloud

Protocol  TCP

Access Paint Name (Max50)
User Name (Max60)

Heartbeat Interval

Huawei Cloud Ali Cloud

Region [North China 1 v

(10-9992 5)

HoRaspones taiond TS <] 159

Server no data offline reconnection time (120-65535 §)

Authentication Method ~ Device Serecl

Product Private Key | |

Device Name | |

Device Private Key | |

Publish Period(S) |50 (10-65535 S)

MQTT Data retransmission [] Enable / disable

Connect other 10T

server

Q Cellular network setting fend e
g O History Record
(@ History Record
Ali Cloud

ltem Description Default
Access point name provided by mobile

APN Empty
operator

APN user name User name provided by mobile operator Empty

APN password Password provided by mobile operator Empty

Authentication Device key Default

Product private Set the same ProductKey as the one in Ali Empt

m
key Cloud.(Device-Click DeviceSecret) Py
) Set the same DeviceName as the one in Ali

Device name ) ) ] Empty
Cloud.(Device-Click DeviceSecret)

Device private Set the same DeviceSecret as the one in Ali Empt

m

key Cloud(Device-Click DeviceSecret) Py

Publishing period | Cycle time of data publishing(10-65535) 60sec

MQTT data Whether or not to enable data Disable
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retransmission

retransmission, check to enable.

The time interval between the next

Heartbeat interval | connection to the server after 3 consecutive | 60sec
failed connections to the server, in seconds.
Number of times to resend data when there
) is no answer packet response (heartbeat
Resend times 3

packet answer and registration code answer

packet are set). (1-9)

4.10 Historical Record

The device has a built-in 2M EEPROM, which is used to store the alarm records and historical

records of the device. If you need the device to record historical records, then you need to set the

interval for saving historical records in the [Periodic Timer] page, and alarm records do not need to be

set separately, and the device will automatically save them.

The device will automatically manage the historical records. When there is no space in the memory;, it

will automatically delete the previous data and keep the latest half of the historical data. It is

convenient for users to inquire. In addition, users can also export data to computers for permanent

storage. Details as follows:

& GSM 3G M2M RTU Configurator V3.4

4 |Load Configuration File = |Export Configuration File Wi Factory Reset  Language  About

(@ Basic Information
(@ Parameter setting
- (@ Alarm Numbers
- (@ Output Setting
i (@ Relay setting
i (@ ! Access control
i £ Access Control Settings
¢ ] In;ut Setting
i £@ Dl setting
0 DI Alarm setting
O Al setting
@ Al Alarm setting
(@ Timer Setting
: @ Hour Timer
@ Periodic Timer
- (@ Logic Trigger Setting
[ @ Logic Trigger
- (@ Cloud Platform Setting

Lol @ Cellular network setting

(@ History Record

[¢ B History Record

Cellular network setting #X  history record 'f><|

Event Record: 8 @ Read All O Read record from 1 e Clear Read Export CSV Delete device record

Notice:
1. Total can save 200 events in the internal memory.
2. If the memory full, will remove the earlier 100 events.

Historical Record
Item Description Default
Event record All records --
Read all Read all records in the device Check
Read record from Customize filtering of records Uncheck
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Clear Clear the screen Empty
Read Read historical records Empty
Save as CSV Export to a CSV format file --
Erase RTU records | Clear all the historical data --

4.11 System

The same parameters can be quickly configured for multiple devices through the export and import
function, and the factory reset function will restore the device to the factory settings.
= GSM 3G M2M RTU Configurator V3.4

# | Load Configuration File = |Export Configuration File  Wjj Factory Reset  Language  About

4.13.1 Export Configuration File

It is convenient for the user to save the configuration parameters of the device and configure multiple
devices in batches.

4.13.2 Load Configuration File

Click Load Configuration File button at the top left of the page and select the file to load

4.14.3 Reset

Reset device through the factory reset button in configuration software.

All parameters of the device will be restored to the factory default initial value.

If you forget the password you set, please contact the after-sales service of Shenzhen Beilai
Technology.

5 SMS Functions

This device supports remote setting, query, control and other operations through SMS commands.
Notes:

1. The default password is 1234, you can use SMS command to modify the password;

2. The "password" in the SMS command refers to the device password, such as 1234, just enter the
password directly;
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3. The "+" sign in the SMS command is not the content of SMS, please do not add any spaces or
other characters in SMS;

4. SMS commands must distinguish between uppercase English letters, such as "PWD" instead of
"pwd";

5. If the password is entered correctly and the command is entered incorrectly, the host will return a
text message: "The command format is wrong, please confirm!" At this time, please check whether
the Chinese and English input methods or uppercase and lowercase letters are correct;

6. If the password is entered incorrectly, no information will be returned;

7. The host will return a confirmation message after receiving the message command, if no message
is returned, please check whether the password is correct and the signal is normal.

5.1 SMS Command List

1) Modify password

Event SMS Command Return SMS Content
This is the New

Setting Old Password+P+New Password | Password, please
remember it carefully.

Default password: 1234, new password must be 4 digits

2) Arm/Disarm

Event SMS Command Return SMS Content
Arm Password+AA Armed
Disarm Password+BB Disarmed

3) Set RTU Time

Event SMS Command Return SMS Content
Password+Dxxxx-xx-xxTxx: xx: xxVWxx
For example:
Y)XX(M)XX(D
Setting 1234D2015-05-22T15:20:30W01 X0XK(Y PXXM)XX(D)ex(
W01 stands for Monday, W07 stands | FHX(M)xx(W)
for Sunday

4) Query Device Current State

Event SMS Command Return SMS Content
Status:
Armed/Disarmed:
Model:

Version:

IMEI:

GSM Signal Value:

Query Password+EE
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5) Set User Numbers

Event SMS Command Return SMS Content

Password -+ A-+series number+T+tel
Setting number Telx: ---

Series number = 0~9
Query Password+A Return all numbers

] Return 0~4 or 5~9
Delete Password+A+series number
numbers.

6) Call-in to open the door

Authorized number can dial to open the door

Event SMS Command Return SMS Content
® Open door within the
authorized time Tel1: ---
Password+B-+series Tel2: ---
Setting number+S+start time+E+end time Tel3: 13570810254
® Always have permission to Teld: ---
open door Tel5: ---
Password+B-+series number+P
Return all authorized
Query Password+B
user numbers
] Return all authorized
Delete Password-+B-+series number
user numbers

Example: "1234B0S201505231230E201605231230", where "201505231230" represents the year,
month, day, hour and minute respectively.

7) Set Daily Report Time

Event SMS Command Return SMS Content
Setting Password+DR+series number+T+time | Dailly SMS Report at:
Query Password+DR XXIXX

Delete Password+DRDEL

Serial number: 0~9, example: "1234DR1T12:30"

8) Digital Input

Event

SMS Command

SMS Command

Query state

Password+DINE

DI1: Open/Close
DI2: Open/Close

Page 40 of 67

Shenzhen Beilai Technology Co., Ltd

V1.0



Vo N
BLIIOT

MAKE IIOT EASIER

Cellular loT M2M RTU --- S270/S271

9) Analog Input

Event SMS Command SMS Command
] Password+AINR+channel Alx: Low:xxX,
Setting _
number+Lxxx+Hxxx High:xxx.
Password+AINR+channel Alx: Low:xxx, High:xxx.
Threshold | Query .
number Aly: Low:xxx, High:xxx.
Password+AINR+channel
Delete
number+DEL
) Password+AINM+channel Alx: Min:xxx, Max:xxx
Setting
Al number+Lxxx+Hxxx
measure aQ Password+AINM+channel Alx: Min:xxx, Max:xxx.
ue
ment & number Aly: Min:xxx, Max:xxx.
range Password+AINM+channel
Delete
number+DEL
Query AINX: xxxx ,
Password+AINE+channel .
current [ Normal/Higher/Lower]
number
value
AIN1T: xxxx,
Query all [ Normal/Higher/Lower]
current Password+AINE AIN2: xxxx,
value [ Normal/Higher/Lower]

You can query the value of multiple channels by enter several channel number

10) Control Relay

Event SMS Command Return SMS Content
DO Setting | Password+DO+channel number+T DOx:xxxx
N Query | Password+DO+channel number DOx:xxxx
ame
Delete | Password+DO+ channel number+DEL

DOx: Close
Close Relay Password+DOC+ channel number

DOy: Close

DOx: Open
Open Relay Password+DOO+ channel number

DOy: Open

value

Query current

Password+DOE+ channel number

DOx: Close/Open
DOy: Close/Open

Query all current

Password+DOE

DO1: Close/Open
DO2: Close/Open

value

Close relay DOx:
) Password+DOLC+ channel number

according to DOy:
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configured
closing time
Set ] Pulse Output Time:
] Password+DOT+Time
time XXXS
Pulse .
Pulse Output Time:
output | Query | Password+DOT
XXXS
Delete | Password+DOP+channel number

11) Set Server (cellular network)

Event SMS Command Return SMS Content
. Password+IP+ IP address+P+Com
Setting
port Sever:
Query Password+IP Port:
Delete Password+IPDEL

12) Set cellular network parameters

Event SMS Command Return SMS Content
) Password+AP+apn+#+user APN:
Setting
name+#+user password User name:
Query Password+AP Password
Delete Password+APDEL
13) GPRS Online
Event SMS Command Return SMS Content
Online Password+GPRSonline GPRS always online

14) Historical Data

Event SMS Command Return SMS Content
Password+HISDEL Delete all historical
Delete
records

15) Set pulse counter

Event SMS Command Return SMS Content
Clear Password+DIN+Channel Clear Successfully
number+CLR
Query Password+PR Counter Current Value:
XXX

Channel number is 0~3, corresponding to DI0~3 pulse counter
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6 Communication Protocols
S271 can be connected to servers, SCADA or cloud platform via 4G.

Make sure mobile phone communication is normal

%xﬂ'ﬂ”ﬂ'

L.
Smart Lock ¥ -"l.‘f-ff_._h

GGG foT

AR
E »..,m*-""'?’ King Pigeon RTU

Server

Mobile APP
Transducer Internct

Refer to chapter 4.1 Preparation before configuration

1, Open configuration software to log in.

2, On parameter page, click "Sync RTU time", "Read RTU time" to set up time synchronization.
3, Check arm automatically when power on.

4, Click the "Save" button to saving parameters in device.

5, On alarm numbers page, enter the mobile phone number used to receive the alarm, and then
check the corresponding options, if you want to receive text messages from device power on, power
lost, and power recovery, check the power on, power lost, power recovery, then click the [Save]
button.

i€ GSM 3G M2M RTU Configurator V3.4
@ |Load Configuration File  ='| Export Configuration File W Factory Reset  Language  About

5 (@ Basic Information Numberselling’xl
Authorized User Telephone Number Settings
!l (@ Parameter setting Cellular
. : Power Network  Relay
(Alarm Noy) Power Timer  Arm/Disarm  Low Power e /
@ Alarm Numbers On Report  SMS Signal Lost Recovery  Failure Switch
=@ Output Setting (L CE 1767470410 O O ] O
el (@ Relay seting User No.1 |:| O O O O O O O
@ ccess contel ey N = B = = L H
: o3 | O O 0 D 0O 0 D
(@ Access Control Settings
- e D b o o o0 O o
L (@ Input Setting
User No.5 l:l O O ) O O ] O
DI setti
g i Usertos [ ] O O O O O a] O
Q DI Alarm setting Voo :l O O O O O o O
S @ Al setting Usermos | ] O O O O O O O
(@ Al Alarm setting User No.9 O O O O O ]} O
(@ Timer Setting
- @7 Hour Timer
Read Save
(@ Periodic Timer (s
" . 1. Alarm No. can include or non-include country code, e.g.in UK,can setup 0044 or +44 or without country code,but can not be 44.
(@ Logic Trigger Setting :
2. Low signal alert: Mobile signal lower than 14 (full signal is 31).
O Logic Trigger 3. Tick it stands for when the event occurrence, will send SMS to the related telephone numbers.
5 (@ Cloud Platform Setting
(@ Cellular network setting

- (@ History Record

(@ History Record
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6, Power OFF the device. switch DIP switch on device to [RUN] mode.

7, Install the SIM card, and then turn on the device, wait for about 1-2 minutes, the number used to
receive the alarm should receive message notify the device is turned on. Unplug the external power
supply of the device, the number used to receive the alarm should receive message notify the
external power lost. Then re-connect the external power supply to the device, then the mobile phone
number used to receive the alarm should receive message notify the external power recovery. So far,
it has been verified that the device can communicate normally.

8, Power off the device, reboot device, and enter the configuration page again. Click [Read] button on
the page, read the previously set parameters first, otherwise it will be overwritten by the new
parameters.

6.1 Modbus RTU Slave Application

6.1.1 Read DO State

Relay DO register address as holding coil, address 0~3, refer to chapter 8 Device Register Address

Master Send Data Format:

Data L
Content Bytes Description
(H: HEX)
01H Device, Range: 1-247, according to setting
Device Address 1 01H
address

Function Code 1 01H Read holding coil type, function code 01
DO Register

2 00 OOH Range: 0000H-0003H
start address
Read DO

2 00 04H Range: 0001H-0004H
Register QTY
16CRC Verify 2 3D C9H CRCO CRC1 low byte in front, high byte in behind
Receiver Return Data Format:

Data ..
Content Bytes Description
(H: HEX)

Device Address 1 O1H 01H Device, according to the data Master send
Function Code 1 01H Read holding coil
Return Byte

1 01H Return Data Length
Length
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02H means 4 DO status, high 4 byte invalid, low 4 Byte
converter Binary as below
DO3(bit3) | DO2(bit2) DO1(bit1) DOO(bit0)

Returning Data

1 02H 0 0 1 0
Open Open Close Open
Device current relay status: DO0,D02,D03 = Open,
DO1= Close
16CRC Verify 2 DO 49H CRCO CRC1 low byte in front, high byte in behind

Example: Read 4 relays DO0~DO3 status, device address as 1 :

Server send: 01 01 00 00 00 04 3D C9
01H= Device address; 01H= Read relay function code; 00 00H= Read starting relay DOO address;

00 04H= Read serial 4 DO status; 3D C9H CRC= Verify.

Device answer: 01 01 01 02 DO 49
01H= Device address; 01H= Read relay function code; 01H= Return data byte qty; 02H= Returning
data, stands for Binary 0000 0010 high 4 byte invalid, low 4 byte 0010, sort as DO3 DO2 DO1 DOO

status, DO 49HCRC verify.
If read DO or multi DO status, only need to revise DO Register start address and Read DO

Register QTY , calculate the CRC again, returning data according to description data.

6.1.2 Control DO

1) Control 1 channel device DO output
Master Send Data Format:

Data A
Content Bytes Description
(H: HEX)
01H Device, Range: 1-247, according to setting
Device Address 1 01H
address
Function Code 1 O5H Write single holding coil type, function code 05
DO Register
2 00 O0H Range: 0000H-0003H, stands for DO0-DO3
Address
This value: FF O0H or 00 O0H, FF 00H= Close relay, 00
Active 2 FF OOH
00H= Open relay
16CRC Verify 2 8C3AH CRCO CRC1 low byte in front, high byte in behind
Receiver Return Data Format:
Content Bytes Data Description
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(H: HEX)
Device Address 1 01H 01H Device, according to the data Master send
Function Code 1 O5H Write single holding coil type, function code 05
DO Register
2 00 O0H Range: 0000H-0003H, stands for DO0-DO3

Address

This value: FF O0OH or 00 O0H, FF 00H= Already actived
Active 2 FF OOH

close relay, 00 00H= Already actived open relay
16CRC Verify 2 8C 3AH CRCO CRC1 low byte in front, high byte in behind

Example: Control relay DOO close, then:

Server send: 01 05 00 00 FF 00 8C 3A

01H= Device address; 05H= Control single relay command; 00 00H = Address of DOO; FF 00H= DOO0
close;

8C 3A H16 byte CRC verify.

Device answer: 01 05 00 00 FF 00 8C 3A

01H= Device address; 05H= Control single relay command; 00 00 H = DOO0 Address; FF 00H= Active
DOO close; 8C 3AH 16 byte CRC verify.

If single control other relay outputs, only need to change DO Register Address and Active, calculate
CRC verify again.

2) Multi control DO outputs
Master Send Data Format:

Data e
Content Bytes Description
(H: HEX)
Device Address 1 01H 01H Device, according to setting address
Function Code 1 OFH Write multi holding coil, function code 15
DO Register Range: 0000H-0003H, stands for DO0-DO3
2 00 OOH
start address
Control Relay Range: 00001H-0004H
2 00 04H

Qty
Write Byte QTY 1 01H Write 1 byte, since device only 4DO, use 4 binary can do it

OFH stands for 4 DO status, high 4 byte invalid, low 4 byte

converter to binary as below

DO3(bit3) DO2(bit2) DO1(bit1) DOO0(bit0)
Writing Data 1 OFH
1 1 1 1
Active close | Active close | Active close | Active close

1= Active close, 0= Active open
16CRC Verify 2 7E92H CRCO CRC1 low byte in front, high byte in behind
Receiver Return Data Format:

Content Bytes Data Description
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(H: HEX)

Device Address 1 01H 01H Device, according to setting address
Function Code 1 OFH Write multi holding coil
DO Register start Range: 0000H-0003H, stands for DO0-DO3

1 00 OOH
address
Active Relay Qty 1 00 04H Qty: 0-4, stands for how many relays already actived
16CRC Verify 2 54 08H CRCO CRC1 low byte in front, high byte in behind

Example: Close device 4 DO at same time, then:

Server send: 01 OF 00 00 00 04 01 OF 7E 92

01H= Device address; OFH= Control multi relay; 00 00H= Relay DOO starting address; 00 04H=

Control 4 relays; 01H= Send data qty; OFH= Data sent converter to binary 0000 1111 high 4 byte
invalid, low 4 byte 1111 sort to match DO3 DO2 DO1 DOQ, 1 stands for close relay, 7E 92H CRC

verify.

Device answer: 01 OF 00 00 00 04 54 08
01H= Device address; OFH= Control multi relay; 00 00H= Relay DOO starting address; 00 04H=
Actived 4 relays; 54 08H CRC verify.

6.1.3 Read DI State

Master Send Data Format:

Data .
Content Bytes Description
(H: HEX)

01H Device, Range: 1-247, according to setting
Device Address 1 01H

address
Function Code 1 02H 02 read input coil DIN status
DIN Register Start

2 00 O0OH Range: 0000H-0003H, stands for DINO-DIN3
Address
Read DIN Register
aQ 2 00 04H Range: 0001H-0004H, Read qty of DIN status
ty

16CRC Verify 2 79 C9H CRCO CRC1 low byte in front, high byte in behind

Receiver Return Data Format:

Data L
Content Bytes Description
(H: HEX)
Device
01H 01H Device, Range: 1-247, according to setting address
Address
Function
02H 02 read input coil DIN status
Code
Return Bytes
01H Return Data Length
Qty
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OFH converter to binary 0000 1111 from high to low byte, stands
for DIN4-DINO status

Returning DIN3 | DIN2 | DIN1 | DINO
1 OFH
Data 1 1 1 1

Close | Close | Close | Close

1=Close, 0= Open

16CRC Verify 2 E1 8CH CRCO CRC1 low byte in front, high byte in behind

Example: Inquiry device 4 DIN data at same time, then:
Server send: 01 02 00 00 00 04 79 C9

01H= Device address; 02H= Inquiry DIN status; 00 00H= DI Starting address; 00 04H= Serial reading
4 DIN status; 79 C9 H CRC verify.

Device answer: 01 02 01 OF E1 8C

01H= Device address; 02H= Inquiry DIN status; 01H= Returning data bytes qty; OFH DIN status,
every byte stands for one DIN status, OFH converter to binary 0000 1111 from high to low byte,
stands for DIN4-DINO status, 0= Open, 1= Close, E1 8CH 16 byte CRC verify.

If need to inquiry multi DIN status, only need to change DIN Register Start Address, Read DIN
Register Qty, calculate CRC verify again.

6.1.4 Read Al, Tem&Hum, DIO, Power value

Master Send Data Format:

Data
Content Bytes (H: Description
HEX)
Device
Address 1 01H 01H Device, Range: 1-247, according to setting address
Function Code 1 04H 04 read input register
Register
Starting 2 00 O0H | Register Starting Address
Address
Read Register
aty 2 00 1CH | Read qty of input register, total 28 16bit register
16CRC Verify 2 F1 C3H | CRCO CRC1 low byte in front, high byte in behind
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Receiver Return Data Format:

Data L.
Content | Bytes Description
(H: HEX)
Device
1 01H 01H Device, Range: 1-247, according to setting address
Address
Function
1 04H 04 read input register
Code
Return
1 04H Return Data Length
Bytes Qty
N= Returning bytes, sample data 56 points:
00 00 00
AIN AINO AIN1 AIN2 AIN3 Reserv | Reserv
E7 00 00
ed ed
00 DD 00 .
Receivin 00 00 0000 | 0000 | 0000 | 0000 | 0OOOO
0000DD
g Data 00 E7 00DD | OODD | OODC | OODE | OODF
00 00 00 -
Decimal 194 207 0 0 0 0
DC 0000
Value
00 DE 00
Real 1.94 2.07 0 0 0 0
00 00 DF
Value
00 00 00
Returning
38 0004 C6
Data Other External Temperatur | Humidity | DINO Count
019A00
Value Power Voltage e Value
000001
Receivin 04 C6 0B 36 1BE4 00 00 00 OB
000100
g Data
010001
Decimal 1222 2870 7140 11
000100
Value
010001
o 0, .
0B 36 1B Real 12.22V 28.7°C 71.4%RH 11 times
Eaoooo |L_Value
00 0B AIN, External Power Voltage, Temperature, Humidity real
value=Register value/100
16CRC
Verif 2 A9 3CH | CRCO CRC1 low byte in front, high byte in behind
erify

Example: Inquiry device 4 AIN, temperature, humidity, external power voltage, DINO count value,
then:

Server send: 01 04 00 00 00 1C F1 C3

01H= Device address; 04H= Read input register value; 00 00H= Starting address; 00 1CH= Serial
reading 28 input register value; F1 C3H CRC verify.

Device answer: 01 04 38 00 00 00 E7 00 00 00 DD 00 00 00 DD 00 00 00 DC 00 00 00 DE 00 00 00
DF 00 00 00 00 04 C6 01 9A 00 00 00 01 00 01 00 01 00 01 00 01 00 01 00 01 0B 36 1B E4 00 00 00
0B A9 3C
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01H= Device address; 04H= Read input register value; 38H=Return data length,
00 00 00 E7H 00 00 00 DD 00 00 00 DD 00 00 00 DC 00 00 00 DE 00 00 00 DF 00 00 00 00 04 Cb
019A000000010001000100010001000100010B361BE40000000B

7 Connect to Cloud Platform

7.1 BLIloT Modbus Cloud

1) Enter "Login message" then click "Save"
Please contact sales person to get Login message

¥ GSM 3G M2M RTU Configurator V3.4
& Load Configuration File = | Export Configuration File M Factory Reset  Language  About

8@} Basic Informatian Cellular network setting 45|

(@ | Parameter setting Connect KPIIOT Connect my-m2m Connect my-m2m ez Clond Al Cloud Connect other 10T
» for{modbus) far(MQTT) server

(@ Alarm Numbers

@’ Output Setting Communication Protocal  Modbus RTU Protocol Server 11IP/DNS  modbus.dtuip.com (Max60)

Protocal TCP Server Listen Port 6651 (0-65535)

L. i (@ Relay setting — NN
" Access Point Name (Max60) Server 2 IP/DNS |:| (Max60)
(@ Access control User Name | | Max60) Server Listen Port |:| (0-65535)

(@ Access Control Settings | |:| (Max50) Heartbeat Interval |60 (10-9999 §)

@ Input Setting No Response Resend Times |3 ~| -9
1 @ DI setting Server no data offline reconnection time [30p (120-65535 §)
id 0 DI Alarm setting Pls fill in the login message(device ID of doud),and click save
@ Al setting Login Message [ASCII | (Max60)
(@ Al Alarm setting ASC
1 (@} Timer Setting ASE
i @ Hour Timer £EE Q
- ASC A

(@ Pericdic Timer

Send Once When Login Server
(@ Logic Trigger Setting
(@ ' Logic Trigger

(@ Cloud Platform Setting
r Read Save

(@ Cellular network setting

(@ History Record

(@ | History Record

2) Add data points BLIloT cloud(Data point identification REGXXX refer to chapter 8 Device Register
Address)
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MZM Monitoring Center
®

+ Device List

m
-
0 Device ma @
a
Equipment Equipment translation serial number
»
e Device Please enter the device name i
-
C}
(] Link MB RTU @
2 time zone UTC+08:00 ©)]
Dropping Recommended Value 60 (seconds) @
Sensor Name Numerical Type 0(Decimal Place) Unit Sort
Read write instruction settings — A x
3 Slave : ) ) Acquisition
Serial Number Sensor Function Code Bias Data Format Data Bits Byte Order
Address Cycle
1 Doo 1 01Read and write 1 bit 60
2 DO1 1 01Read and write 2 bit 60
3 DINO 1 02Read-only 1 bit &0
4 DIN1 1 02Read-only 2 bit 60
5 AIND 1 04Read-only 1 32Position Signed N ABCD 60
6 AIN1 1 04Read-only 3 32Position Signed N ABCD G0
¥ aE 1 04Read-only 25 16Position Signed N 50
8 BE 1 04Read-only 26 16Position Signed N 60
9 DINOTHEL 1 04Read-only 27 32Position Unsignet ABCD &0
10 BEEE 1 04Read-only 15 16Position Unsignet &0

> Slave address: S27X ID
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» Function code: Select the corresponding function code according to the slave type(Refer to
chapter 8 Device Register Address)

» Bias: The register address of S27X needs to plus 1, such as address 0 bias item enter 1

» Data format: The Boolean type does not need to be set, and the numerical type is selected
according to the actual situation.

» Byte order:Sorting of numerical data points

» Acquisition cycle: Interval time of data acquisition

:
£
2
g

Console Q1 @ Engish iv

IR  Serial Number 8611900523344520 =00

@
-
O 0oo st B AR m AmQ  RTCurved Hist Queryk
A M 2 comece AmO TGS MG
& o DINO Q . it
> D:2!
3 :|: ot TR Hist Q
+
Ak 018 % « AlmQ RT Curve€  Hist Query-
= D292
A = SR .l- A‘N,‘i,- 0.00  « AlmQ RT Curve  Hist Query s
ama— n = =
- & B 0.00 % « AmQ  RTCurve€ Hist Query/
&> EL1TOMATT
o i . _—
S mmiEe g D 0.00 % « AImQ  RTCurveS Hist QueryX
> KTCs lzl D'N“‘ﬁi 0o « AlmQ RT Curve  Hist Query/
> ERZMEE
i 1259, « AlmQ R CurveS Hist Query
> CX_BL102 o

7.2 BLIloT MQTT Cloud

There are three kinds of identities in the MQTT protocol: Publisher (Publish), Broker (Broker) (server),
and Subscriber (Subscribe). Among them, the publisher and subscriber are both clients, the broker is
server, and the message publisher can also be a subscriber. Take S27X connected to BLIloT cloud
2.0 platform as an example:

When device publish 1/0 point data:

Publish Publish Broker Publish Subscribe
_—

S271 BLIloT Cloud Subscribe (Account)
<«

When customer control the device:

Subscribe Publish Broker Publish S271
<>
(Account) BLIIoT Cloud Subscribe Account
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Enter MQTT device ID

5 GSM 3G M2M RTU Configurator V3.4

| Load Configuration File

= | Export Configuration File

Wi Factory Reset  Language  About

- (@ Basic Information
e

(@ ' Parameter setting

< (@ Alarm Numbers

Output Setting

i (@ Relay setting

Access control

- Q Access Control Settings
@ Input Setting

():_} DI setting

'Q__} DI Alarm setting

Q__‘; Al setting

Alarm setting

Timer Setting

®

@ Hour Timer

(@ Periodic Timer

Logic Trigger Setting

Cellular network setting 5|

Connect my-m2m

| | Connect my-mam
Connect KPIIOT | ‘ | ‘ e

for(modbus)

Connect other 10T

2 Ciond | ‘
S

H e ||

Communication Protocol  MQTT Protocol

Protocol TCP

Server 1IP/DNS | mgtt.dtuip.com (Max60)

Server Listen Port 1883 (0-65533)

Server 2 IP/DNS (Max60)

|

Corver BeteniPort |:| (0-65535)
Heartbeat Interval (10-9999 5}
No Response Resend Times (1-9)
Server no data offline reconnection time (120-65535 5)

Subscribe Topic

Publish Topic

MQTT Client ID

MQTT User Name MOTT

MQTT Password MQTTPW

Publich Period(s) (10-65535 5)

MQTT Data retransmission [ ] Enable / disable

@ Logic Trigger Tips: Only use MQTT Protocol require to setup

Cloud Platform Setting
FAQ for settings please to [Helpl menu Read ‘ |

L@ Cellular network setting

History Record

m
)

@ History Record

Add data points on BLIIoT cloud

+ Device List

Device mo @
Equipment Equipment translation serial number
Device Please enter the device name }&f‘
Link MQTT @
time zone UTC+0800 @
Dropping Recommended Value 60 (seconds) @
Sensor [ Batch Addition ]

NEEs

Sensor Name Numerical Type 0{Decimal Place) Unit Sort

« Payload data format of device publish message

Publish Topic: MQTT client ID
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{
"sensorDatas": [
{
"flag":"DO1", //Read and write flag
"switcher":1 //data type and value
5>
{
"flag":"AIl",
"value":10.00
}
1,
"time":"1591841863", //Time stamp
"state":"alarm", //Alarm(Only appears when alarm occurs)
"state":"recovery", //Alarm(Only appears when alarm recover)
"retransmit":"enable" //Historical data (only for re-transmission of
historical data, but not for real-time data)
}
Note:

/IRead and write flag: the character is "flag", followed by "MQTT identification of data points”
//Data type and value:

1. Switch-type data: the character is "switcher", followed by "0" or "1" (0 open, 1 closed)

2. Numerical data: the character is "value", followed by "specific value"

/[Timestamp: the character is "time", followed by "specific timestamp "

//Alarm and recovery identification: the characters are "state", followed by "alarm" or "recovery"
(alarm is alarm data, recovery is recovery data)

/[Historical data identification: the character is "retransmit", followed by "enable"

The data collected during the network disconnection will be temporarily stored in the device, and will
be republished when the network is recovered. It is identified by the "retransmit" character, indicating
historical data. (Need to enable MQTT data retransmission function in the configuration software)

R/

+ Payload data format in device subscription message

(The topic of the BLIIoT 2.0 platform downstream publish message is called "device
serial number/sensor ID", so the device subscribe topic needs to add the wildcard "/+"
in order to receive the data sent by the platform to achieve control)Subscribe topic:
device serial number /+ (corresponding to the data filled in the subscribe topic item on
the configuration software)

{

Page 54 of 67 Shenzhen Beilai Technology Co., Ltd V1.0



N
BLIIoT Cellular loT M2M RTU --- S270/S271

MAKE IIOT EASIER

"sensorDatas":
[
{
"sensorsld": 211267, //platform sensor ID
"switcher":1, //data type :value
"flag":"DO1" // Read and write flag
}
1,
"down":"down" //Platform downstream packet identification
}
Note:

/[Platform sensor ID: The character is "sensorsID", followed by the ID number (ID is automatically
generated by the platform)

//Data type and value:

1. Switch-type data: The character is "switcher", followed by "0" or "1" (0 open, 1 closed)

2. Numerical data: The character is "value", followed by "specific value"

//Read and write flag: The character is "flag", followed by "MQTT identification of data points"

//Downstream packet identification of the platform: The character is "down", followed by "down",
which means that this is the downlink data of the platform.

Device 1/0 data point read and write flag

Data Point Flag Type Description

DO DOx Switcher 0is open, 1is closed

DI DIx Switcher 0is open, 1is closed

Al Alx Value True value = original value
Temperature TEMP Value True value = original value
Humidity HUMI Value True value = original value
External power voltage EXTPWR Value True value = original value
DINO counter COUNT Value True value = original value
DIN1counter COUNT1 Value True value = original value
DIN2 counter COUNT2 Value True value = original value
DIN3 counter COUNT3 Value True value = original value
Note:

“‘DOx": DOO, DO1, DO2, DO3
“DIx": DIO, DI1, DI2, DI3

“Alx": AlO, Al1, Al2, AI3
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7.3 Huawei Cloud

Firstly, create a device on HUAWEI CLOUD to obtain the device ID, device secret, service ID.
1, Create Product

Create Product

* Resource Space @

 Product Name

Protocol @

 Data Type @

Manufacturer

Device Type Selection

Industry @

Subindustry

 Device Type

Advanced Seftings v

2, Individual Register

Individual Register

 Resource Space @

* Product

#Node D @
Device Name

Device ID @

Description

[ Detautapp_s48oico

Tocreate a

[ marr

[son

[ Automatic matting when sefec he devis ype

Custom Product ID | Description

e o]

s

[s

subscribed topics

[s

[

[ 54380046 1caci07a38145c83_S27X

3, Obtain the device ID, device secret, service ID
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& Device Registered

. the following

For securiy it

iew tab page to reset the.

secrst.

Device ID 648800461cacil7a38145c83_S27X.

Device Secret [ Click Copy.

@ Next, you can use the IoT Device SDK to connect devices to the platform.

4, Add Property

Property name refer to chapter 8 Device Register Address
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, HUAWEICLOUD

Device Type AFTREE Protocol MaTT
10T Device Access
DataType json Created Jun 13, 2023 14:14:30 GMT+03:00
Manufactirar  BLIOT Industry sesrTeEa
® Standard Change | Description -
neeStandardinstance
LS
x
g Overview Model Defintion ~ Codec Deployment  OnineDebuggng T Add Property
| Procucts
o | mportrom Liorary | | mporttrom Local | | impan Property Name. REGBA Leam About FroductModels |  Export
Devices - |
() Fa g
rvice Li C
Rules - B ® Service ID §275 Lo Modify Service  Delete Service
&) sar5
Storage Management 2
& Add Property
[SLIVH New | v Data Type Integer -
® ["]  Pproperty Nan Description Operation
Resource Spaces
& Access Permissio Read 9 [ wite
B | ioroamsiances
e Value Range o =
% | 10T Device Provisioning <
Documentation & Sl
e
API Explorer & unit
L

Forum for help

HUAWEI CLOUD

| Add commana

Command Name

Command Parameters Response Parameters.

No table data avaiiable

Operation

©

ka7t Ul mMaTT
10T Device Access
json d Jun 13, 2023 14:14:30 GMT+08:00
& ian BLIOT dusir EsET AR
~ ‘Standard Descr -
freeStandardinstance.
i
= Overvie Codec Deployment  Online Debugging  Topic Management
Products
Add Service Import from Library Import rom Local import fom Excel Leam About Froduct Models | Export
&= . Service List ®cC ~ - . -
Rules - ID S275  Service Type X00000C flon X00000K Modify Service  Delete Service
& 275
Storage Management
& Add Property
[SLIVH New | v
o Property Name Data Type Access Mode Description Operation
Resource Spaces
REG64 Integer Readabie Wrtabie Edit
&
& 10TDA Instanc
DINY Integer Readable Copy | Edit
(=] &
L AR 0ot Integer Readable Wiitable Copy | Edit
P
e &
Diimenain 10 | TolRecords:3 (1]
API Explorer &
Forum for help & Add Command

Command Name

Command Parameters Response Parameters

No table data available

Operation

5, RTU configuration

Fill in device ID, secret key, service ID, then click write to save the parameters.
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gl GSM 3G M2M RTU Configurator V3.4

& |Load Configuration File = |Export Configuration File Wi Factory Reset  Language  About

- (@ Basic Information
1 (@ ' Parameter setting
(@ Alarm Numbers
<@ DLtputSetting
: (@ Relay setting
<@ A;cess control
] (@ Access Control Settings
e (@ In.;.:ut Setting
1 (@ DI setting
- 0 DI Alarm setting
(@ Al setting
(@ Al Alarm setting
<@ Ti;ner Setting
1 (@ Hour Timer
- O Periodic Timer
(@ ! Logic Trigger Setting
L (@ Logic Trigger
£ (@ Cloud Platform Setting

(@ Cellular network setting

£ (@ History Record

(@ History Record

Cellular network setting 4%

Connect my-m2m
for(modbus)

Connect my-m2m

Connect KPIIOT for(MQTT)

Communication Protocol  Huawei Cloud

Protocol TCP

Access Point Name (Max60)
User Name (Max60)

Connect other 10T
server

Ali Cloud

Region |North China(Belling < ~

Heartbeat Interval |50

(10-0938 5)

Ne Response Resend Times |3

v -9

Server no data offline reconnection time |300

(120-65535 5)

Authentication Method
Publish Period(s) (60 | (10465535 5)

Device Certificate
Device Private Key

MQTT Data retransmission [| Enable / disable Clear Certificate

Read

6, Check the status of the device

HUAWEI CLOUD

Save

= IoT Device Access

Online Debugging

Application Simulator

S Standard Debug output
e Command Delvery © conmang peivery
n e e —— —— S
Application Simulator o IoT Platform o Device Simulator
Overview j et o 5 ===
“f" Data Reporting Data Reporting
Products
5
Devices .
Rules v
T Storage
L Management
osm (D “
Reports

| Oniine Debug

Message Trace

Device Alarms

Anomaly

Detection (10
Run Logs
Remote Login

Remote
Gonfiguration

Resource Spaces
10TDA Instances

10T Device &

No data available. No data available.

Device Simulator

Mo data available.

7.4 Ali Cloud

Firstly, create a product on ALI CLOUD to obtain the device certificate.
1, Create Product
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E -] Alibaba Cloud @ Workbench Resources @ China (Shanghai) v Q Search. Expenses ICP  Enterprise  Suppon  Tickets

& | IoT Platform / Devices / Products / Create Product

< Create Product (Device Ts1)

Instance Details

Devices ~ Create Product Create Product from Device Center

Products * Product Name
) 5275
Devices
* Category @
Groups

() Standard Category (@) Custom Category
Device Simulation
* Node Type

Device Distribution

;»3 Biracily Abnnectad Device l:& i e W= Gateway device
oT Twin Engine

Message Forwarding v

Networking and Data Format
Maintenance v

* Network Connection Method
Security Center v Cellular 26 / 3G / 4G / 5G) M
Simulation *Data Type @

ICA Standard Data Format (Alink JSON) v

Documentation and Tools

v Checksum Type

* Authentication Mode €

Device Secret v

~ Hide

Mare

 Product Description

Ol Cancel
[ Feedback

2, Add Device

Add Device @ b4

© Note: You do not need ta specify DevicaName. If DevicaName is not
specified, Alibaba Cloud will issue 3 unique identifier under the product
a5 DeviceMame.

Products

5275

DeviceName @

8275

Aliss @

HHXKKH

i

3, Obtain device certificate
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Device Certificate

Device Certificate Copy

ProductKey htz4QBUIBWg  Copy
DeviceName 5275 Copy

DeviceSecret €69c8fbf2e528605ab7e10ad91c6d750 Copy

Certificate Installation Modes

 Introduction to the unique-certificate-per-device and unique-c

4, Add Feature

"ldentifier" refer to chapter 8 Device Register Address

EditSelf-Defined Feature

* Feature Type

* Feature Name @

DO3

* Identifier @

Do2

* Data Type

Boolean

* Boolean Valuz
0-  mF

e "me

* Read/Write Type

@® Read/Write () Read-only

Description

Enter a description

OK Cancel
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E =] Alibaba Cloud @ Workbench @ China (Shanghai} v Q Search. Expenses ICP  Enterprise  Support Tckets 43 B A W
@ The update edit has been successiul
© Pzl 0T Platform / Devices / Products / Product Details / Define Feature
Instance Details « Edit Draft
e Product Name §275 ProductKey hiz4QBUIEWg Copy
vices
Products @ You are editing 3 draft. You need to click Publish to apply the TSL model
Devices
Import TSL Mode! Version History
Groups
feramoduerame @+  Default Module
Device Simulation
Device Distribution Default Module
Feature Type Feature Namefall) 7 Identifier 1b Data Type Data Definition Actions
IoT Twin Engine +Add Module
Froperties HUMI Float Value Range: 0 ~ 100 Edit | Delete
Message Forwarding
Maintenance v Properties TEMP Float Value Range: 0 ~ 100 Edit | Delete
Security Center v Properties AN Al Float Value Range: 0 - 20 Edit | Delete
Simulation
Properties AINO Ao Float Value Range: 0 ~ 20 Edit | Delete
Documentation and Tools
Properties mEEE EXTPWR Float Velue Range: 0 ~ 40 Edit | Delete
Boolean value:
Properties 002 Boolean ki Edit | Delete
Boolean value:
Properties Doz Eoolean 0- 7 Edit | Delete

5, Publish

Publish

You are publishing the following products: 5275

Published products will transition from the development stage o either the production stage or implementation stage.

Please confirm that all product information and device features meet the prerequisites for publishing:

Check whether the product information s correct. You cannot modifyor ®
delete the information after the product is published.

Step 1

Make sure that all features of the device have been debugged. After the
Step 2 product is published, you can only modify the features through OTA Confirmed @)
upgrade.

Maks that the product dy for publish d can be deployed
ake sure that the product is ready for publishing and can be deployet Conbmed °
in batches.

Step 3

Cancel
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Product Certificate

@ ProductSecret is issued by loT Platform. It is used in combination with ProductKey for device
authentication based on the unique-certificate-per-product mode. Keep ProductSecret confidential.

Product Certificate

ProductSecret 0ZMIcAdrFpFGjum3  Copy

ProductKey hz4QBUSEWG Copy

Note: ProductSecret is different from DeviceSecret. To obtain DeviceSecret, you must go to the device
details page.

Certificate Installation Modes

* Introduction to the unique-certificate-per-device and unique-certificate-per-product modes

6, RTU configuration
Fill in the parameters, then click write to save the parameters.

@, GSM 3G M2M RTU Configurator V3.4

<+ |Load Configuration File = |Export Configuration File Ml Factory Resst  Language  About

g

D Cellular network setting 388 |

=
(@ Parameter setting Connact KPIOT Connect my-m2m Connect my-m2m " ;i Cloud Al Cloud Connect other 10T
é‘:\p;’ 4 for(modbus) for(MQTT) e it server
(@ Alarm Numbers
ik Y i g Communication Protocel Ali Cloud
— Protocol TCP v
(@ Relay setting
@ T E—
=]
St

. %
s o o — o [T
Access Control Settings Passsword [ |(MawD) Heartheat Interval (10-9999 5)

put Setting No Response Resend Times |3 1-9)

FrR— e ol slataine peconbechior Hme (120-65535 )

; Authentication Method ~ Device Sereci -
7 Al setting

@

* Timer Setting

Product Private Key | |

Al Alarm setting

Device Name | |

Device Private Key | |

Hour Timer Publish Period(s) (10-65535 5)

! Periodic Timer MQTT Data retransmission [ ] Enable / disable

@

-
£+ (@ Logic Trigger Setting

@ Logic Trigger

(@ Cloud Platform Setting r
== R e Read ‘ ‘ i
& Cellular network setting . ‘

© History Record

(@ History Record

7, Check the status of the device
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© China (Shanghai) v

E () AlibabaCloud =~ @ Werkbencn

<« pamp IoT Platform / Maintenance / Online Debug

Online Debug

Instance Details

Devices Select device: | 5275 v s =

Message Forwarding . Real-time Logs & Offine

@ Online debuggin N x
Device simulator
virtual equipment

Maintenance =

ime Content

Service Calls

. Remote Log
Real-time Monitoring emofe"ogm

Dashboard
Device Log
Online Debug
Secure Tunnel
Remote Config
OTA Update

The device is offline.
Tasks ~

at the device is enabled and cannected before

7,

Event Response

Security Center

Simulation

Documentation and Tools

7.5 Other loT Server

S27X supports custom cloud platform configuration, which supports MODBUS RTU, MOBUDS TCP,

and MQTT protocols.

Expenses  ICP

5%

No data available

Enterprise

Support  Tickets A} 2 w

Auto-Refresh @)

The data format of the custom MQTT protocol is the same as the data format of the MQTT of the

BLIIoT Cloud V2.0 platform.

The Modbus RTU and Modbus TCP protocols are standard Modbus protocols.

g GSM 3G M2M RTU Configurator V3.4

#|Load Configuration file %' Export Configuration File Wi Factory Reset About

5@} Basic Information Cellular network setting S8 |

Connect my-m2m Connect my-m2m

......... (@ Parameter setting Connect KPIIOT

for(madbus) for(MQTT)
(@ Alarm Numbers
icati Ali Cloud v
&£} Output Setting Communication Protocal |Ali Clou

T Protacal TCP

(@ Relay setting
User Name (Max50)

(@ Access control

(@ Access Contral Settings

Input Setting

DI setting

DI Alarm setting
Authentication Method  Device Serect

(@ Al setting

) Product Private Key | |
(@ Al Alarm setting

Device Name | |

Timer Seting
Device Private Key | |

Publish Period(S) (10-65535 %)

MQTT Data retransmission [] Enable / disable

--------- (@ Hour Timer

(@ Periodic Timer

(@ Logic Trigger Setting
(@ Logic Trigger
Cloud Platform Setting

(@ Cellular network setting

(@ History Record

(@ History Record

Huawei Cloud

Ali Cloud

Region | North China 1 v

Heartbeat Interval |60

(10-0999 §)

No Response Resend Times |3

~| (-9

Server no data offline reconnection time 300

(120-65535 5)

Subscribe Topic |

Publish Topic |

MQTT Client 10 |

MQTT User Name [MQTT

MQTT Password [MQTTPW

Publish Period(s) (10-65535 §)

MQTT Data retransmission [ ] Enable / disable

Tips: Only use MQTT Protocol require to setup.

Read

Save

7
<
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8 Device Register Address

1) Read and Write, Holding Coil (Function Code 01, Function Code 05, Function Code 15)

Register Address L o
- - Definition Data Type Description
Hexadecimal Decimal
0 0 DOO0 Bool
1 1 DO1 Bool ® 1:Relay close
2 2 DO2 Bool ® (0: Relay open
3 3 DO4 Bool
2) Read, Input Coil (Function Code 02: Read Coil)
Register Address . L
- - Definition Data Type Description
Hexadecimal Decimal
0 0 DIO Bool ®  Dry contact
Short circuit: Logic 1
1 1 DIt Bool Open circuit: Logic 0
2 2 DI2 Bool ® Wet contact
0-3V: Logic 0
3 3 Di4 Bool 10-30V: Logic 1

3) Read, Input Register (Function Code 04: Read Input Register)

Register Address L L.
- - Definition Data Type | Description
Hexadecimal Decimal
0 0 AlO 32bit int Y=X/100
2 2 Al1 32bit int Y=X/100
4 4 Al2 32bit int Y=X/100
6 6 Al3 32bit int Y=X/100
8-D 8-13 Unavailable -—- --
E 14 Voltage 16bit unint Y=X/100
F-17 15-23 Unavailable -
18 24 Temperature 16bit int Y=X/100
19 25 Humidity 16bit int Y=X/100
DI0 count value Enable when DINO as
1A 26 32bit uint
counter mode
DI1 count value Enable when DIN1 as
1C 28 32bit uint
counter mode
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DI2 count value Enable when DIN2 as
1E 30 32bit uint
counter mode
DI3 count value Enable when DIN3 as
20 32 32bit uint

counter mode

In the description, each variable is defined as follows:

Y: True value

X: The value stored in the register

"Y=X/100" means: "real value = the value stored in the current register/100"

4) Read and Write, Holding Register (Function Code 03, Function Code 06, Function Code 16)

Register Address L L

: - Definition Data Type | Description
Hexadecimal | Decimal
104(bit0) 260(bit0) DIO count clear Bool Write 1 to clear DIO count
104(bit1) 260(bit1) DI1 count clear Bool Write 1 to clear DI1 count
104(bit2) 260(bit2) DI2 count clear Bool Write 1 to clear DI2 count
104(bit3) 260(bit3) DI3 count clear Bool Write 1 to clear DI3 count

Device 1/0 data point read and write flag

Data Point Flag Type Description

DO DOx Switcher 0 is open, 1 is closed

DI Dlx Switcher 0 is open, 1 is closed

Al Alx Value True value = original value
Temperature TEMP Value True value = original value
Humidity HUMI Value True value = original value
External power voltage EXTPWR Value True value = original value
DINO counter COUNT Value True value = original value
DIN1counter COUNT1 Value True value = original value
DIN2 counter COUNT2 Value True value = original value
DIN3counter COUNT3 Value True value = original value
Note:

“‘DOx": DOO, DO1, DO2, DO3
“DIx": DIO, DI1, DI2, DI3

“Alx": AlO, Al1, Al2, AI3
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9 Upgrade

Firmware of this device can be upgraded through USB, please contact BLIIoT sales person if you
need to upgrade the firmware.

10 Warranty Term

1) This equipment will be repaired free of charge for any material or quality problems within one year
from the date of purchase.

2) This one-year warranty does not cover any product failure caused by man-made damage,
improper operation, etc.

11 Technical Support

Shenzhen Beilai Technology Co., Ltd.
Website: https://www.bliiot.com
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